Cryptographic information protection
Topic of the lecture
Cryptographic methods of information protection: symmetric and asymmetric encryption, electronic digital signature, keys and certificates. The use of cryptography to protect the confidentiality, integrity, and authenticity of data in real-world systems.
Purpose of the lecture
Understand how cryptography protects data in practice. Understand the difference between symmetric and asymmetric encryption, why keys and certificates are needed, and how an electronic signature works. At the end of the lecture, you will explain why it is impossible to simply "crack" a modern cipher with brute force and how organizations use cryptography to protect trade secrets and personal data of customers.
Main questions of the lecture
1) What Cryptography Solves: Confidentiality, Integrity, Authenticity
2) Symmetric encryption — one key, fast, but there is a distribution problem
3) Asymmetric encryption — a pair of keys (public and private)
4) Hybrid encryption-a combination of speed and convenience
5) Electronic digital signature — how to guarantee the authenticity of a document
6) Keys: length, generation, storage, lifecycle management
7) Certificates and trust chains in the public key infrastructure

Summary
Why do I need cryptography?
Cryptography is not about spies. This is about protecting your data when you pay online, send an email, or work with the cloud. The lock in the browser's address bar is HTTPS, followed by cryptography. Without it, the Internet would be insecure: all data would go in plain text, and it would not be difficult to intercept them.

Cryptography solves three problems:
1) Privacy — only the authorized recipient reads the message
2) Integrity — any data change, even a single character, will be detected
3) Authenticity — you can verify that the message is actually from the expected sender

Symmetric encryption
The fastest way. Imagine: you and a friend have the same safes with the same combinations. We closed the letter in the safe and sent it. A friend opens with their own combination. Problem: how can I pass the combination safely? If the interceptor recognizes it, the defense will collapse.
In practice: in Russia, GOST 28147-89and modern versions are used. In the West, AES (Advanced Encryption Standard) is popular. Verified by cryptographers and considered strong. The main advantage is speed. You can encrypt gigabytes in seconds. It is used to protect large volumes: hard drives, network transfers.
Asymmetric encryption
The revolution of the late 1970s: not one key, but two connected ones. One is open (published everywhere, even on the Internet), the other is closed (kept secret). Special feature: only the owner of the private key can decrypt encrypted messages with the public key, and vice versa.
Practical scenario: a colleague publishes a public key. You want to send a secret email. Take its public key, encrypt the message, and send it. Only he, the owner of the private key, can decrypt it. Even if an attacker intercepts the message and finds the public key, the message remains unreadable without the private key.
Standards: in Russia — GOST R 34.10-94, GOST R 34.10-2001. In the West — RSA (by the names of the authors: Rivest, Shamir, Adleman). Disadvantage: it is a hundred to a thousand times slower than the symmetric one. They don't encrypt large files. Asymmetric encryption - to protect keys and document signatures.
Hybrid Encryption
Get the speed of symmetric and the convenience of asymmetric-this is the task of a hybrid approach. How it works:
1) A random one — time symmetric key is generated-the session key (128-256 bits)
2) The entire message is encrypted using a fast symmetric method using this key
3) The session key itself is encrypted with the recipient's public asymmetric key
4) Both the encrypted message and the encrypted session key are sent
5) The recipient decrypts the session key with their private key, then decrypts the message

Advantage: if there are several recipients, the message is encrypted once (fast), and the session key is encrypted for each one separately (slower, but small volume). The result: HTTPS in the browser, PGP for emails, VPNconnections-all use hybrid encryption.
Electronic digital signature
An EDS is not a scanned signature image. This is a cryptographic calculation linked to a document. Change at least one character — the caption will not match. An EDS has the same legal force as a regular signature.
Процесс Signing process:
1) The "fingerprint" of the document is calculated by the hash function (for example, SHA-256). Fingerprint — a unique fixed-length sequence (256 bits for SHA-256)
2) The fingerprint is encrypted with the author's private key — this is the EDS
3) The document and signature are sent to the recipient

Verification process:
1) The recipient takes the author's public key, decrypts the signature, and receives the original fingerprint
2) Сам Calculates the fingerprint of the received document itself
3) Compares: match — the signature is authentic, the document has not been changed
4) They don't match — the document was forged or changed after signing

Important: The EDS does not encrypt the document (it remains open), but only guarantees authenticity and integrity. If confidentiality is required, the document is encrypted separately. In practice: contracts with partners, financial documents, and tax reports in Russia are signed by EDS.
Cryptographic keys
A key is a sequence of random numbers or characters of a certain length. The length is measured in bits: 128, 256, 2048, and so on. The longer the key, the harder it is to brute-force (but slower encryption). Currently, at least 256 bits are considered safe for symmetric and at least 2048 bits for asymmetric.
How генерируют keys are generated:
1) Hardware sensors-based on physical processes (radioactive decay, thermal noise). The most reliable ones
2) Software sensors-collect entropy from keystrokes, mouse movements, and system processes. Fast, but less reliable
3) Hybrid — combines both methods

The private key is stored in encrypted form and protected with a password. In practice, they use USBtokens — physical devices the size of a lighter. They keep the private key, but never give it away. All encryption operations inside the token. Even if the token is stolen, the key is protected by a password. Tokens are used in banks, government agencies, and large companies.
Certificates and public key infrastructure
The public key can be published, but how do you make sure that it is the real key of the right person, and not a fake? Для This requires certificates.
The certificate contains:
1) Public key
2) Information about the owner (full name, organization, email, position)
3) Дату Issue date and validity period
4) Unique number
5) Electronic signature of the Certification Authority (CA — Certification Authority)
The certificate authority is a trusted organization. Verifies the identity of the key owner (requests a passport, checks documents), then signs the certificate of its EDS. Trust the center — you trust the certificate. In Russia, there is a federal key certification center (FC SC).
Chains of trust are formed (PKI — Public Key Infrastructure): the user's certificate is signed by regional center A, which is signed by national center B, which is signed by the root certificate (pre-installed in the OS and browsers). Verification is performed from the bottom up along the entire chain. If the signature doesn't match at some level, the entire certificate is rejected.
Key Compromise
Compromise — the private key is leaked or suspected. A private key compromise occurs when the confidentiality or exclusive control over the key can no longer be guaranteed. This may happen for various reasons: a virus or malware could copy the key from a computer; a USB token or smart card containing the private key could be lost or stolen; an employee with access to the key may quit and fail to return or properly revoke the token; a software malfunction or misconfiguration could expose sensitive key material; or a server might be breached, giving attackers the ability to extract cryptographic keys.
Solution: certificate revocation and key renewal.
 When a compromise is detected or even suspected, the related certificate must be immediately revoked. The certificate authority (CA) adds it to the Certificate Revocation List (CRL) — an officially published list of certificates that are no longer trusted. All systems that validate digital signatures, verify application packages, or establish secure connections (such as HTTPS/TLS) regularly check the CRL or its more modern alternative, OCSP (Online Certificate Status Protocol).
 If a certificate is listed in the CRL, any signature created with its private key is automatically considered invalid, and all secure connections using that certificate are blocked. This prevents attackers from abusing the leaked key even if they technically possess it.
After revocation, the legitimate key owner must generate a new cryptographic key pair. A new certificate is then issued based on the new public key, restoring security and continuity of operations.












Security questions
1. What is the fundamental difference between symmetric and asymmetric encryption? Which one is faster and why?
2. Please provide an example of using symmetric and asymmetric encryption. Where is what used?
3. How does hybrid encryption work? Why is it widely used instead of pure asymmetric?
4. What does an electronic digital signature guarantee? Can it provide confidentiality?
5. Why do I need public key certificates and who issues them? What содержит does the certificate contain?
6. What is a Chain of trust (PKI) and how does it work when verifying a certificate?
7. What happens when a private key is compromised and how is it revoked?
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